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ABOUT SOFTWARE

This guide describes MedDream DICOM Viewer deployment on Windows x64. MedDream PACS Premium
software package contains all the software required to run MedDream Viewer on your server.

The Viewer can be integrated into HIS/RIS/EHR/EMR, Telemedicine, Patient Portals, National Systems, CAD
and Al algorithms. MedDream Universal Enterprise Viewer can be installed on premises, in any virtual
environment or on cloud.

MedDream is designed to aid medical professionals in day-to-day decision-making process. MedDream is a cost
effective certified solution perfect for software vendors, integrators, OEM's and national system providers.

PREREQUISITES

Check User Manual section: “MedDream viewing functionalities minimal hardware requirements”.

INSTALLATION FOR THE FIRST TIME

n ¢ Install all in one package (MedDream DICOM Viewer, MedDream PACS and additional
programs):

Note: The MedDream PACS Premium installation setup does not include a database within
the installation package. Users must either:

1. Deploy a MySQL (or compatible MySQL engine) database independently before
beginning the installation. If you already have a database installed and wish to deploy
MedDream PACS Premium, please get in touch with support@meddream.com for
assistance

2. Choose the option within the installation process to download and install the MySQL
free edition database automatically. (Please note: internet access is mandatory for
this option.) The next section will provide detailed instructions on how to proceed with
the MedDream PACS Premium deployment using this option, where the Setup
program automatically downloads and installs the MySQL free edition database.

o Download the latest Windows version of the package from the medDream website:
https://meddream.com/products/meddream-pacs-server/#downloads

¢ Run MedDream-PACS-Premium.exe, choose MySQL free edition (auto-install) and click Next
> button:
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BB Setup - MDPACS 7.3.5.860 - D
Database Setup
Choose your database option

MySQL free edition (auto-install)

SOL free edition (auto-nstall
MySQL Commerdcial
Orade Commerdial
MariaDB free edition

e Set MySQL root password:

BB Setup - MDPACS 7.3.5.860 - p
MySQL Configuration
MySQL Password

Please enter the MySQL root password
MySQL Password:

= cac
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e Set secure configuration and leave SSL enabled by default:

BB Setup - MDPACS 7.3.5.860 - X
SSL Configuration
Select the configuration you want:

If you enable SSL, the installer will configure Apache to use a self-signed certificate.,
Deploy SSL (use self-signed certificate configuration)

Please note that your browser may display a warning if the HTTPS certificate is not
trusted. If preferred, you may switch to HTTP, but be aware that it provides less

security.
More Info...
Setup X

When you first use this software, your browser might show a
warning about an “invalid certificate.” This is normal because
we use a self-signed certificate for local security. To proceed,
click "Advanced” (or similar),then "Proceed to localhost
{unsafe).” You'll only need to do this once.

T
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e Information screen:

BB Setup - MDPACS 7.3.5.860 - %

Information
Please read the following important information before continuing.

When you are ready to continue with Setup, dick Next.

MedDream PACS Premium package

Package contains pre configured Apache service which need 80 and 8080 ports to be
free. Please turn off any applications (like skype or others) that use these ports.

Package contains:

MedDream PACS 7.3.5 (x64)
MedDream WEB DICOM Viewer 8.6.0
Apache 2.4.63

PHP 8.3.11

dbadmin: 5.1.0

OpenlDK: 17.0.14

During PACS server installation you will be asked to fill some information.

e Choose C:\MDPACS and click Next > button:

BB Setup - MDPACS 7.3.5.860

Select Destination Location

Where should MDPACS be installed? @

[ ]] Setup will install MDPACS into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

Browse...

At least 924,4 MB of free disk space is required.

e Click Install to continue with the installation:
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BB Setup - MDPACS 7.3.5.860 - X

Ready to Install
Setup is now ready to begin installing MDPACS on your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\MDPACS

Setup type:
Full installation

Selected components:

MySQL Free Edition (Auto-Install)
SSL: Enabled

Back Install Cancel

¢ Once MedDream Viewer is installed, the MedDream PACS configuration begins. Follow the
steps below to install and configure the MedDream PACS server.
e DICOM part:
o Change “Application Entity Title” to the same AET you specified before, e.g., PACS.
o Change “Server Port” to e.g., 104.
o Database part:
o Change “Database Name” to e.g., PACS.
o Enter “Password” for database user “dicom”.
e Storage part.

o Specify the storage location for the DICOM files, e.g., C:\MDPACS\DICOM.
e Click Install button.
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m MedDream PACS Premium Installer

~ DICOM
Application Entity Title: IPAES
Server Port: |1 04
Log File Dirsctary: IE'\MDPAES LPACSAog
[™ Enable TLS/S5L Option
TLS Port: [EZE
S5L Certificate: IC:\MDPACS\PACS\F’acsDne.clt Erowsze |
S5L Private Key: IC.\MDF'ACS\F'ACS\F’aDsDne.key Browise |
~ Databa:
Database Host: I\Ucalhusl
Database Port; |33DE
Database Mame: IPACS
I e Idi:nm
Passuond I KKKKK
~ Storag:
Defaulkt Archive Directory: IC:\MDPACS\D\CDM
Archive Format: IchumF'arH 0 [Default] j
[ Enable A5 53 Bucket Option
i~ HL-7 Message Listener Option
[~ Enable HL-7 Message Listner Option
HL-7 Listener Port: IFTW
HL-7 Message Persistence: IHU— Days
Upagrade | Install | Uninztall | Cancel |

MEDICAL IMAGING
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e You will be notified by two messages. It is recommended to press <OK> button in the first

message and <Yes> in the second:

Setup

before creating new tables

Setup will delete any existing tables in database "PACS

Press OK to confirm or CANCEL to abort,

Cancel |

Warning

JA be valid

Would you like to set it up?

Database 'PACS' and/or Username "dicom’ does not appear to

o Enter database password for “root” user. Enter the same password you specified in the

MedDream Viewer installation.
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Setup Database User — >
—Enter password for Database Administrator
Username: root
Password: ik
OK Cancel

e Find the full path to the “mysql.exe”. Usually, you <can find it here:
C:\MDPACS\Server\mysqgl\bin\mysql.exe. Select the file and then click Open:

Please find the full path to the "MYSOL.EXE" executable: X
™ » ThisPC » Local Disk (C) » MDPACS » Server » mysgl » hin v [¥] Search bin yel
Organize + Mew folder =« [H 0
; Downloads # * Mame Date modified Type Size o)
Documents [15] echo Application
[&] Pictures # [ innochecksum Application
J! Music [85] 1z4_decompress Application
B8 Videos [5] ry_print_defaults Application
[#5] myisarn_ftdump Application
@ OneDrive [5] myisamchk Application
[ This PC [ myisamlog Application
) 3D Objects [5] myisampack Application
[1] mysql Application
I Desktop S e
) [#] mysql_client_test_embedded Application
Documents [#5] mysql_config_editor Application
¥ Downloads [35] mysql_embedded Application
J‘ Music [5] mysql_plugin Application
[&] Pictures [85] mysql_secure_installation Application
B videos [5] mysql_ssl_rsa_setup Application
i Local Disk (C) [#5] mysql_tzinfo_to_sql Application
. Suctern Reserver ¥ [ mysql_upgrade Application v
File name: | mysq| v| Executables (*.exe) ~

TIP: You can have several MySQL databases installed on your computer, choose the correct
database.

o When the MedDream PACS installation is complete, a success message is displayed.

Setup >

Installation successfull
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e MedDream PACS Premium installation is complete. Click Finish button.

BB Setup - MDPACS 7.3.5.860 —

Completing the MDPACS Setup
Wizard

Setup has finished installing MDPACS on your computer.

Click Finish to exit Setup.

Finish

CONFIGURATION

MedDream Viewer settings. You can add additional MedDream settings or change existing ones in the
C:\MDPACS\MedDream\application.properties file. The minimum MedDream DICOM Viewer
configuration for opening studies stored on the MedDream PACS Premium server is given below:

server.servlet.session.timeout=60

server.compression.mime-types=application/octet-stream

authentication.manager.username=admin

authentication.manager.password=

spring.profiles.include=auth-inmemory
authentication.inmemory.users[@].userName=demo

authentication.inmemory.users[0].password=demo
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authorization.users[@].userName=demo

authorization.users[0].role=ADMIN, SEARCH,PATIENT_HISTORY,UPLOAD DICOM_LIBRARY, EXPORT
_ISO,EXPORT_ARCH, FORWARD, REPORT_UPLOAD,DOCUMENT_VIEW, FREE_DRAW_EDIT,SMART_DRAW_EDIT,
CLEAR_CACHE,USER_SETTINGS

logging.level.ROOT=ERROR

logging.file.name=meddream
com.
com.

com.

com.

softneta
softneta

softneta

softneta

com.softneta.temp-
cleaner.tempItems[0].directory=${com.softneta.preparation.cacheDir}

com

com.

com.

com.

com

com

com.

com.

com.

com

com.

com.

com.

com.

com.

com.

com.

.softneta.

softneta.

softneta

softneta.

.softneta.

.softneta.

softneta
softneta.

softneta.

.softneta.

softneta
softneta.
softneta.

softneta.

softneta
softneta.

softneta.

temp-cleaner.

temp-cleaner.

.temp-cleaner.

temp-cleaner.
temp-cleaner.

temp-cleaner.

.temp-cleaner.

temp-cleaner.
temp-cleaner.

temp-cleaner.

.temp-cleaner.

temp-cleaner.
temp-cleaner.

temp-cleaner.

.temp-cleaner.

temp-cleaner.

temp-cleaner.

com.softneta.temp-
cleaner.tempItems[5].directory=${com.softneta.dicom.library.upload.tempDir}

tempItems[Q]
tempItems[Q]

tempItems[1]
tempItems[1]
tempItems[1]
tempItems[1]

tempItems[2]
tempItems[2]
tempItems[2]
tempItems[2]

tempItems[3]
tempItems[3]
tempItems[3]
tempItems[3]

tempItems[4]
tempItems[4]
tempItems[4]
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.dicom.library.upload.anonymizelevel=1

.dicomStoreService.address=127.0.0.1

.temp-cleaner.cleanRateMilliSec=1800000

.pattern=*

.olderThanSec=604800

.directory=${com.softneta.

.pattern=*_archive
.olderThanSec=7200
.matchAnyDepth=false

.directory=${com.softneta.

.pattern=*_export
.olderThanSec=21600
.matchAnyDepth=false

.directory=${com.softneta.

.pattern=forward_*.dcm
.olderThanSec=7200
.matchAnyDepth=false

.directory=${com.softneta.

.pattern=*

.olderThanSec=3600

.dicomStoreService.acceptAETitles=SendersTitle,AnotherTitle

meddream.tempDir}

meddream.tempDir}

meddream.tempDir}

video.convertedDir}
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com.softneta.temp-cleaner.tempItems[5].pattern=*

com.softneta.temp-cleaner.tempItems[5].0lderThanSec=86400

com.softneta.temp-
cleaner.tempItems[6].directory=${com.softneta.dicomStoreService.saveDirectory}

com.softneta.temp-cleaner.tempItems[6].pattern=*

com.softneta.temp-cleaner.tempItems[6].0lderThanSec=86400

com.softneta.audit.useTls=false
com.softneta.audit.trustStore=file:///c:/tmp/nxlog/client/cacerts.jks
com.softneta.audit.trustStorePassword={password}
com.softneta.audit.keyStore=file:///c:/tmp/nxlog/client/cacerts.jks

com.softneta.audit.keyStorePassword={password}

spring.batch.job.maxFailedJobRestarts=10

com.softneta.meddream.enabledColorPalettes=HOT_IRON,PET,HOT_METAL_BLUE,PET_20_STEP,R
AINBOW

com.softneta.meddream.pacs.configurations[@].type=PacsOne
com.softneta.meddream.pacs.configurations[@].id=PacsOnelLocal
com.softneta.meddream.pacs.configurations[@].url=jdbc:mysql://127.0.0.1:3306/PACS1
com.softneta.meddream.pacs.configurations[@].username={Username}
com.softneta.meddream.pacs.configurations[@].password={Password}

com.softneta.meddream.pacs.configurations[0@].useModalityAggregation=true

NOTE: In the C:\MDPACS\MedDream\ApTemplates you can find examples of MedDream Viewer configurations
with explanations. All MedDream settings are stored in the application.SAMPLE.properties file.

VERIFICATION

Open a browser and enter the MedDream URL https://127.0.0.1/ in the address bar. Choose advanced
and continue to 127.0.0.1 (unsafe)
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© Notsecure | hitps;//127.0.0.1 77 1=

A

Your connection isn't private

Attackers might be trying to steal your information from 127.0.0.1 (for example, passwords,

messages, or credit cards). Learn more about this warning

NET:ERR_CERT_AUTHORITY_INVALID

m

This server couldn't prove that it's 127.0.0.1; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.

Continue to 127.0.0.1 (unsafe)

*The warning you're seeing is because your server uses a self-signed SSL certificate instead of
one issued by a trusted Certificate Authority (CA). Here's how you can explain to the user that this
is okay and still secure:

A self-signed certificate encrypts the connection just like a CA-issued certificate, ensuring that data
(like passwords or messages) is protected from eavesdropping—unlike HTTP, which sends data in
plain text and is completely insecure. The warning appears because your browser doesn't
automatically trust the certificate since it wasn't issued by a recognized CA. However, as long as
you (or your organization) created the certificate and control the server, it's safe to proceed. The
encryption is still strong; the browser is just being cautious about the certificate's origin.

To make this smoother for users, you can:

1. Add the self-signed certificate to their browser's trusted certificates list.

2. Use an internal custom CA for your organization, which users can install once to trust all your
servers.

3. If this is a public-facing server, consider getting a free CA-issued certificate from a service like
Let's Encrypt to avoid warnings entirely.

For now, clicking "Continue to 127.0.0.1 (unsafe)" is fine as long as you trust the server you're
connecting to.

H In the login window, enter the username “root” and the password of this user. Press Log in button:
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© Notsecure | hitps//127.0.0.1/login.htn A = - A

WEB DICOM viewer

2

TIP: If you can't connect, restart MedDream service in Windows services (run in cmd line: services.msc
and restart MedDream service).

If you did not upload the studies using the MedDream PACS user interface, you will see an empty list of
studies:

&« G © Not secure ktps://127.0.0.1/search.htm

Any Al CR CT DX MR ~ Q € EN

Q I Accession Q II Modality Q It Description Q It Date Time It Received On

u Upload studies to the MedDream PACS server, follow these steps:

e Open a browser and enter the MedDream PACS URL https://127.0.0.1/Pacs (P must be a
capital letter). Enter your login credentials and press <Login> button:
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&« @] © Not secure https://127.0.0.1/Pacs/login.php?m

ACS = - D

medDream

Welcome to MedDream PACS
Current Database: Pacs
Enter Username:
Enter Password:

Enter Anti-Spam Code From Below:

1044

MadDream PACS 73.5 Your trial wall expire on Fri, 20 Jun 2025 15:30:23 +0300 Copynight 2007-2025 © MadDream

e Click “Tools” menu. DICOM images can be uploaded to the server by importing a directory
with DICOM files. Click “Import” submenu and enter the full path to the local directory with
files. Press <Import Studies> button.

€ = C Q. 127.004/Pacs/tols.p

Configuratian | Email | Joursal | Homse | Unread Sevdies | Browse | Search | Dicom AE | HILT Application | Aute Raate | Jab Seatus | Modiabey Warkfiot | Tosks | Profile | Help | Abaut |

F—

) Saect a it of Patent 0 mpoet

e Press <OK> button in the warning message:
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. - = O >
& MedDream PACS-Premium - Too X —+
< X @ 127.0.0.1/Pacs/importStudy.php i e :
127.0.0.1 says
WARNMIMG: DICOM Directory Record File: C:/Users/WDAGUtilityAccount/
Desktop/Anonymized_20210209/DICOMDIR does not exist
e Click on the link with job number:
5] || pacsonemeddream.com/importStu X | + v - O
& C Q  127.0.0.1/Pacs/importStudy.php @ 9y

MedDream Logout dev dev @ Unread Dicom | HLT Auto ‘Joh | Modality

[ Browse | Search | /o= |y risn | Roste | Statns | Worktig | 100l | Erufile| Help | Aboat |

PACS e Configuration | Email | Journal | Home | Studies

Job: [609] has been scheduled to scan studies from: /opt/pacsone/import/.

e Review jobs. In the “My Submitted Jobs” table you can verify if the import was successful and
how many files were imported to the server:

) Medream phcs x| + - E—

« c Q. 12700.4/Pacs/stat & [ I ]

| Touks | Profil | Help | About |

O complesed jobe. Completed jobe vl b deletd e  period of 24 hours

1 pending et il bz Failed jobe will be delted afte  period of 24 bours

— —
O 608 dev NA mport sty 2025-02-18 174140 Immediasely pUS 2250218 17:41:40 A8 174142 20250218 17:41:42 failed. o Opt parsce wport: o
=x .
e ot e
— N
T T S S S 7 T T
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TIP: Samples of anonymized studies can be downloaded from https://demo.meddream.com/ (Login —> Open

the selected study —> Click Export —> Select the DICOM format and click Export again —> Press the Download
link).

H Review uploaded studies in the MedDream Viewer:

o Type https://127.0.0.1/ into your browser's address bar again. Login with user root and

password you entered and change the date range selection by pressing <Any> button. Now
you can see your studies on the list:

- O
B MedDream search x o+

€« C @ 127.00.1/searchhtml - O

Any Al CR CT MR - Q

Q It Name Q I Accession Q It Modality Q Il Description Q lf Date Time II Received On II Source AE

Anonymized KP DX CIURNA 20160428
095315.000

e Click once on the study with the left mouse button. MedDream Viewer opens the study in a new
browser tab:

- u]
BB MedDream search X BB MedDream viewer x  +

C  ® 127.00.1/viewhtml * 8

WEB DICOI

A Anonymized

Anonymized 131712
Date 21 894 x 1468

0 1394 x 1480

Pan
13171-2 |
I 0
! -
| Ankie-joint ¥ Ankie-joint
@ I 2016-04-28 09:53:15 3 201{&04—23 09:53:15
|

Z 039

VOI LUT: NORMAL

W: 16381 L:8191 ’ ,
s@ & L

u Now you can try and see how powerful and useful this tool is.

TROUBLESHOOTING
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v You must restart the MedDream service each time after changes to the application.properties file or if
something went wrong. You can restart the service by running in cmd line: services.msc -> then selecting
MedDream service and clicking Restart on the left.

v If you can't open the studies, clearing your browser's cache may help. Open a browser and press
CTRL+SHIFT+DEL. Then select which old data you want to delete and click Clear data.

MedDream DICOM Viewer logs are stored in the C:\MDPACS\MedDream\meddream.main.log. The
standard logging level in the application.properties file is set to INFO. If the log contains too little
information, you can change the logging level to DEBUG by changing the value of the
logging.level.com.softneta parameter.

LICENSE

MedDream DICOM Viewer licensed under the Commercial License. Please contact sales@meddream.com to
get TRIAL or Commercial license. If you have a License Serial number, follow these instructions:

Press Register button. The system opens a license registration window:

Serial

- By registering the product, you

confirm that you have read and agreed
with

Enter the name of the organization and the license Serial number you received.

Click on the link EULA and read Software License Agreement. After reading, close the window by
clicking the <Close> button.

Check the box [ to confirm that you accept license agreement.

Press Register button. The license will be successfully registered.

NOTE: If you have any questions about MedDream licenses and prices, please contact our SALES team by e-
mail sales@meddream.com or by phone +370 670 15991.

HELP AND RESOURCES
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Detailed MedDream installation and configuration instructions are provided in the install manual. You
can download it from here: https://www.meddream.com/files/meddreamviewer/doc/MedDream-DICOM-
Viewer-Install-Manual.pdf

We are constantly improving this product. Get the most out of your MedDream Viewer with updated
features and performance.

Download the User manual from https://www.meddream.com/files/meddreamviewer/doc/MedDream-
DICOM-Viewer-User-Manual.pdf and get more information about this device.

Read short instructions and watch tutorial videos here: https://www.meddream.com/documentation/user-
quide/user-introduction/

Our great SUPPORT team is always ready to help you. If you have any questions, please write an email
to support@meddream.com or call +370 672 62795.

NERE D

© medDream. Document version 1.00 17 Page


https://www.meddream.com/files/meddreamviewer/doc/MedDream-DICOM-Viewer-Install-Manual.pdf
https://www.meddream.com/files/meddreamviewer/doc/MedDream-DICOM-Viewer-Install-Manual.pdf
https://www.meddream.com/files/meddreamviewer/doc/MedDream-DICOM-Viewer-User-Manual.pdf
https://www.meddream.com/files/meddreamviewer/doc/MedDream-DICOM-Viewer-User-Manual.pdf
https://www.meddream.com/documentation/user-guide/user-introduction/
https://www.meddream.com/documentation/user-guide/user-introduction/

